Cherryficld School Department Policy

Student Computer and Infernet Use Rules

These rules implement Boad policy UNDB — Saedent Computer and Interact ise The rules are intended o provide
general guidelines and examples of prohibited uses but do not altempt to <tate all required of prohibited activitics by usars,
Failure to comply with Board policy UNDB - Studens Computer and mteeaet Use and these fules may result m foss of
computer and Intemeat access privileges, disciplinary sction andfor legal action
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Computer Use is a Privilege, Not a Right

Student use of the school unit's computers, nelworks and Intemel scrvices is a privilege. nota | ight. Unacceptable
wsetactivity may result in suspension or cancellsiion of pr ivilenes as well as addwional disciplinary and/or lesal action.
The buildine principal shall have final authority W decide whether i student’s privileges will be denied orf revoked.
Acceptable Use

Student access 1o the school unit’s computers, nelworks and Internet sarvies are provided for cdugational prrposes
and research consistent with the schnol unit's odueational mission, curriculum and mstructional zoals.

The same rules and expectations govem student use of computers as apply 1¢ other student conduct and
COMMuUNICEHonNs.

Students are furthes expested to comply with these rules and ull specific instrnetions from the teacher or other
supervising stafl memberivolunteer when accessing the schoul unit’s computers. networks and Internet services.

Prohibited Use

The user is responsible for hisher actions and uclivities involving sehool unit computers, nelworks and Intemel
services and for histher computer files, passwords and accounts. Fxamples of unacceptable uses thut are expressly
prohibited include but are not limited 10 the following:

I, Accessing Inappropriate Materials - Accessing, submitting, pasting, publishing, forwarding, downloxding,
scanning or displaying materials that e defamatory, abusive. ohscene, vulear, sexually explicit, sexually
suggestive, threatening, discriminatory, hurassing andfor illegal;
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Megal Activities  Using the school unit’s computess, networks and Internet services for any illegal activity or
activity that violates other Board policies, procedurcs andior scheol rules;

1. Viclating Copyrights - Copying or downloading copyrighted materials without the owner's permission;

1. Plagiarism — Representing, a5 onc’s 0wn work any materials obtained on (e Intemct (such as term papess,
articles. etc.). When Intemnct 5ouces are used in student work, the author, publisher and Web site must be
identified,

5. Copying Saftware  Copymg or downlozading software without the express autborization of the system
adminisirator,

6. Not-School-Related Uses - Using the school uniCs computers, petworks and Intornet services for non—
school-related purposes such as privalc financial gain, commercial, advertising of solicitation purposes;

Misase of PasswordsUnautharized Access  Sharing passwords, using other users’ passwords without
permission and/or accessing other usess” accounts;
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8. Malicious Use/Vandalism — Any malicious use, disruptson or harm (o the school unil’s computers, nelworks

and Internet seevices, including but not limited to hacking activitics and creation/uploading, of compuler viruses:
and

0. Unauthorized Access to Chat Rooms/News Groups — Accessing chal roOms OF news groups withoul specilic
authorization ftom the superyising teacher.

No Expectation of Privacy

The school unit retaing control, custody and supervision of all computers, networks and Internel services owned or
leased by the school unit. The school unit reserves the right to monitor all computer and Interned activity by students.
Srudents have no expectations of privacy in their use of school computers, including ¢-mail and stored liles

Compensation for Losses, Costs and/or Damages
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The student 2nd/or the student’s parent/guardian shall be responsible for compensating, the scheol unit for any [osses.
cosis or damages incurred by the school unit related 1o vielutions ol policy IINDB — Stwddens Computer and Inier et
Use andior these rules, including investigation of violarions.

F. School Unit Assumes No Responsibility for Unauthorized Charges, Costs or illegal Use

The school unit assumes ne responsibilicy for a1y unauthorized charges medt by students including but not limited o
credit curd charges, long distance telephoae charges, equipment and line costs, o for any illegal use of its computers
such a3 copyright vioktions.

(i, Student Security

A student shabl aot reveal histier full namue, address or telephone number on the Intermet withoul prior permission 1rom
a supervising reacher. Students should never wneet poople they have contacied through the Internct withont parental
permission. Stedents should inforn theis supervising teacier if they aceess information or messages that ace
dungerous, inappropriite or make them uncemfortable i any way.

1. Sysiem Security

‘Ihe security of the school unit's computers, networles and Intemel services is a frigh priocity. Any user who identifics
a security problem must notify the system administrator. Ihe user shall not demonstrate the problom to others. Any
nser who allempis or ciauses a beeach of system security shall have hisher privileacs revoked and may be subject 10
additional disciplimary and/or legal action.

| Parental Permission Reguired

Students and their parent/guardian arc required to sign and retum the Studen Internet Access Acknowledgment Form
(1INDB-F) before being allowed (o use school computers for accessing Lhe Infemet.

Adopted:  Seprember 27, 2000
Cherryfield School Department
Student Internet Access Acknowledgment Form

No student shall be aflowed to use the Internet until the student and parent/guardian have signed and returned this
acknowledgment 10 the school.

Studenl:

| have read policy INDB — Sudont Compruier and interaet Use and policy UNDB-R — Student Compnuter and Iriernct
Use Rudes and agree o comply with them.

Signature or Siudent Date

Parent/Guardin: 1

1 have read policy IINDR  Student Camprder and Internol Use and policy JINDB-R - Studeni Computer and Infernet
[ise Rales wnd understand that my sonfiaughters use ol the Inlemet is subjoct Lo compliunce with these rules.

Signature of ParentGuardizn . [Date

Form approved: September 27, 2000
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